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ABSTRACT

Nowadays, detection of security threats, commonly referred to as intrusion, has become a very
important and critical issue in network, data and information security. Therefore, an intrusion detection
system (IDS) has become a very essential component in computer or network security. Prevention of
such intrusions entirely depends on detection capability of Intrusion Detection System (IDS). As network
speed becomes faster, there is an emerge need for IDS to be lightweight with high detection rates.
Therefore, many feature selection approaches/methods are proposed in the literature. There are three
broad categories of approaches for selecting good feature subset as filter, wrapper and hybrid approach.
The aim of this paper is to present a survey of various feature selection methods for IDS on KDD

CUP’99 bench mark dataset based on these three categories and different evaluation criteria.
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